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O aAyoplOpog

O ammAoTIOINMEVOG CUPHETPLKOG 0AydpLlBpog S-DES maipvel oav e{codo éva 8-bit amAd keipevo
Kol éva KAeLS( 10-bit kat Tapdyel Eva 8-bit kputttoypadnua oav €€odo. My

Eicodog: 00010101
KAeld(: 0101101000

'E€0d0¢ : 11001111

O S-DES eowkAeiel 5 ouvaptrioelg yia ) dtadikacio kputttoypddnong:

e Juvdptnon 1: apyikn aviipetdBeon (initial permutation, IP).

e >uvaptnon 2: ouvBetn ouvaptnon f (mepthapfavel avtipeTdBeon kat aAAayr] kal
efaptdral amd 1o kAL el0dSov).

e >uvaptnon 3: amAr cuvdptnon avtipeTdBeon Twv dvo plowv elodédou (switch, SW).

e >uvaptnom 4: T oVvBeTN cuvaptnon fi KoL TTaAL.

e Juvdptnon 5: TEAKN avTIpeTdBeoN , TIov elvat n avtioTpodn TG apxLKrg
avtipeTdBeong (IP™).

Emiong ecwkAeiel 5 fripata yio TNV T paywyr] Twv U0 UTIOKAELSLWV:

e Brjpoa: avtipetdBeon Py,

e Brjuoa2: apiotepri oAiobnon LS-1

e Brjuogz: avtipetdBeon Py

e  Brjpas: AtmAr} aplotepri ohioBnon LS-2
e Brjpas: avtipetdBeon Pg (§ovad).

Ixnuotikd outr N Stadikaoio PaiveTat 0TV TOPAKATW EIKOVA.



10-bit key
ENCRYPTION DECRYPTION

8-bit plaintext 8-bit plaintext

Shift

k, \ P3|
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O dladikaoieg Pg kat Py, lvat ammAég avTipeTaBEoELS.

8-bit ciphe

Eivatl pavepd dtL amd to ypddpnua xpnotpomotovvtal dUo KAELSLE, To KAELSI K, kot To kAW K,
Ta OTIO{a TIPOKUTITOLV ATO TO ApP)LKO KAELS K.

To apytkod KAeLS( €xeL eVPOG 10-bit, evw Ta uTTokAELSLA K, KaL K, €xouv eUpog 8-bit To kaBéva.



H kpumtoypddnon tpododoteital mpwTa pe TO UTOKAELS( K, KaL OTn OUVEXELA MPE TO
uTtokAeLdi K,.

H kpumttoypddnon propei va ekdppoaotel wg eERg:

C = IP ' (Fia(SW(Fi (IP(m))))) Smou C eivat To kpuTrToypddnua Kot m to amAd Keipevo
evw 1 dla Sadikacior avtiotpédovtag Ta KAEWSLA Tou ypnotpototovvtal Sivel To apxLkod

MTVUHQ.
H mapaywyr] Twv UTIOKAELSLWV avaAVETAL :
K; = P8(Shift(P1o(K)))
K,= P8(Shift(Shift(P10(K))))
10-bit key
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H kpumtoypddnon tou S-DES amoteleital amd dUo ocuvexdpeva Pripata 6tou yivetat SIAY
ebappoyr g ouvdptnong fi, Mpwta pe €icodo To UTIOKAELWST K, Kot HETA pe €l0odo TO
uttokAeLdi K,.

H ouvdptnon fy umopei va eplypadet:
f(L,R) = (L XOR F(R,SK),R)
‘Omou:
L: To aplotepo 4-bit pépog Tou amAoy pnvupaTog.
R: 10 8€&( 4-bit pépog Tou amAoy punvipatog.

F: n evidpeon dradikaoio avtipeTdBeong kat peTaTtomoNnS (ELodyovTal 4-bit kat
e&ayovtal 4-bit).

SK: to umtokAeldi

Apxlk& To amAd prjvupa Twv 8-bit elodyetal yio kputtoypddnon. To apyikd amAd prjvupa
avTipeTatiBeTat oupdwva pe T cuvaptnon IP. Enelta to privupa xwpiCetal oto aplotepd (L)
kot 0to Se&l (R) pépog tou. 2tn ouvéxela To SefLd pépog R elodyetal otn ouvdptnon E/P. H
ouvaptnon E/P AapBavel 4-bit eloodo kar mapayet 8-bit €€0dog. Téhog n 8-bit €§odog
ouvdudadletal pe to 8-bit umtokAeldi K, pe v mpd&n XOR. To aplotepd pépog lodyeTal 0TO
kouTti So kot to 6€€16 oTo KOUTI S1.

Ta koutid So kot S1 8éyovtal 4-bit €l066oug kal mapayouv 2-bit €§6doug. Ta kouTid
aTIOTEAOVV SLOSLACTOTOUG TIIVAKES 4)4 TIOU TIEPLEXOLV SEKASIKOUG aplBpoUG ard To 0 €wg Kal

3.

H 4-bit elcodog «omde» ot péon Kat To TPWTO PEPOG SNAWVEL TO SekadIkd aplBud oeLpdg Kat
To SeUTEpo pEPOG SdnAwvel To Sekadikd aplBOpd otiAng. Etol emléyetar wg €§060G M
avtiotolyn eyypadr Tou mivaka.
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Emnetta to dU0 TUrjpaTA El0GyovTal EvoTIONpEvVa otV ouvdptnon avtipetddeong P,. H
ouvaptnon P, Séxetat dVo Tprjpata twy 2-bit kat e§dyet €va 4-bit Tpurjpa. AUTo To 4-bit TpipA
ouvduadletal pe pagn XOR pe to apytkd Turpa L To omoio pe Vv oglpd Tou elodyeTal otnv
ouvdptnon SW ocav oaplotepd pérog. Zav Se&ld pélog ewodyetal to TPrpo R Tou eixe
SnploupynBel oe mponyolpevo Bripa. To amotéAeopo tng SW umailvel o€ okoOun pia
ouvdptnon fi xpnotpomolwvTag wg uTtokAeLdi To K,.



8-hit ciphertext

Figure 2 - H kpumttoypadnon oxnpaTika




YMomoinon oe Hardware

H ulotoinon émwg PaiveTatl Kat oTnV TAPAKATW ELKOVA aKOAOUBNCE aKPLBWE TNV THNHATIKT
nieplypadr] tou oAyopiBupov. Autd onpaivel Twg yla K&Be ouvdpinon Tou avaAUBnke
Tiponyoupévwg  dnuioupyriOnke o apxltektovikr. Emeita tol Tprpato  evwlnkav
XPNOLUOTIOLWVTAG TNV TEXVIKY] Tou pipelining YPrOLHOTIOWVTOG TIEMEPACHUEVEG UNYOAVES
KOTOOTACEWVY Yyl TNV akohouBlakr] ektéAeon tou aiyopiBuou. H oelpd exktéleong pmopel

€VUKOAQ VAl aVAYVWPLOTEL amtd TNV OXNUATIKY TIEPLypod.

Toa components ou uAomotrBnkav pe TG e.c0doug/eEddoug Toug:

entity P10 is
port (key: in std logic vector (0 to 9);
pl0: out std logic vector (0 to 9));
end;

entity P8 is
port (input: in std logic vector (0 to 9);
permute8 : out std logic vector(0 to 7));
end;

entity IP is



port (input: in std logic vector (0 to 7);
ip : out std logic vector(0 to 7));
end;

entity RIP is
port (input: in std logic vector (0 to 7);
rip : out std logic vector (0 to 7));

end;

entity FKFSM is
port (clk, rst, en: in std logic;
en f: in std logic;
out _en: out std logic);
end;

entity Fk is
port (clk, rst, en: in std logic;
ip: in std logic vector(0 to 7);
key : in std logic vector(0 to 7);
fked : out std logic vector (0 to 7);
outen fk: out std logic);
end;

entity SW is
port (input: in std logic vector (0 to 7);
switched : out std logic vector(0 to 7));
end;

entity SO is
port(input: in std logic vector(0 to 3);
output: out std logic vector(0 to 1))
end;

entity S1 is
port(input: in std logic vector(0 to 3);
output: out std logic vector(0 to 1))
end;

entity EP is
port(input: in std logic vector(0 to 3);
eped: out std logic vector(0 to 7));
end;

entity P4 is
port(input: in std logic vector(0 to 3);
pded: out std logic vector(0 to 3));
end;

entity FFSM is
port (clk, rst, en f: in std logic;
sig ep, sig xor, sig sOsl: out std logic;
out _en: out std logic);
end;

entity F is
port (clk, rst, en f:in std logic;
input: in std logic vector(0 to 3);



key: in std logic vector(0 to 7);
fed : out std logic vector(0 to 3);
outen f: out std logic);
end;

entity XORS8 is
port (
inpl: in std logic vector (0 to
inp2: in std logic vector (0 to
outp: out std logic vector (0 to
end;

entity XOR41 is
port(

inp2: in std logic vector(0 to 3)

inpl: in std logic vector(0 to 3);
outp: out std logic vector (0 to 3

))

end;

entity LS1 is
port (input: in std logic vector (0 to 9);
1sl : out std logic vector (0 to 9));

end;

entity LS2 is
port (input: in std logic vector (0 to 9);
1s2 : out std logic vector (0 to 9));

end;

entity KFSM is
port (clk, rst: in std logic;
sig pl0, sig p8, sig 1lsl, sig 1ls2: out std logic;
out _en: out std logic);
end;

entity KEYGEN is
port (clk, rst: in std logic;
keyl0O: in std logic vector (0 to
key2 8: out std logic vector(0 to
keys ready: out std logic);
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end;

entity SFSM is
port (clk, rst: in std logic;
sig fkl, sig fk2: in std logic;
sig ip, sig sw: out std logic;
out _en: out std logic);
end;

entity sdes is
port(clk, rst: std logic;
input :in std logic vector(0 to 7);
key: in std logic vector(0 to 9);
output: out std logic vector(0 to 7));
end;

entity r sdes is



port(clk, rst: std logic;
input :in std logic vector(0 to 7);
key: in std logic vector(0 to 9);
output: out std logic vector(0 to 7));
end;

H Aettoupyio OAwv twv apamdvw components avadépetal oto €yypado mouv opiletal o
aAy6ptBpog. Mo eploodtepeg Aemtopépeleg utdpyeL To avtiotolyo link otnv BipAtoypadia.

Ta péva ototyeio ou Sev avadEépovtal gival oL Pnxaveég KataoTdoewy. H Agttoupyior SAwv
AUTWV E(VaL VO EVEPYOTIOLOUV aKOAOUBLOKA Kot avdAoya PeE TOuG KUKAOUG poAoyLoU KATIOLX
ofpata. AUTA Ta OTJHATO OTNV CUVEXELA EVEPYOTIOLOVV registers ot omoiotl amoBnkevouv Tnv
TPEYOVON KATAOTAON EVOG OTjHOTOG 1] i opddag onpdtwy. Etol e§aopaliCetal Tt Ba elvat
€Tolpa KAToLo SES0UEVA TTIOU ATTALTOUVTAL VIO TNV EKTEAEOT €VOG Brjpatog Tou BpiokeTal Lo
XOPNAG o€ pio uTtoTIBEpEVT oTOlBa EKTEAEON.

Ma Tnv omrtikomo(non Twv omoTeAeopdtwy xpnotpomoudnke 1 €§odog vga omote
vlotmorifnke évag controller ou Aettoupyel o€ avdAuon 640x480@25Mhz. O controller
Séxetal wg €(00d0 TO prjvupa To KAELS( TO KpuTITOoypAdNUa Kat TNV Tpé€youvoa BEon mpog
aAayr] kat epdaviCel To amoTeAEopAT 0TV 008V XPNOLUOTIOLWVTAS 4bit avd xpuwpa.

Eicodol kat €€0d01 Tou controller

entity controller is

port (
clk50 in: in std logic;
input: inout std logic vector(0 to )
red out : out std logic vector(3 downto 0);
green_out : out std logic vector (3 downto 0);
blue out : out std logic vector(3 downto 0);
hs out : out std logic;
vs_out : out std logic;
rotary a : in std logic;
rotary b : in std logic;
tgl btn : in std logic;
reset : in std logic);

end controller;

Ta ypadikd mouv gpdavifovtal SnuioupyrBnkav o€ €va TIPOYPAPUO ETIEEEPYAOING ELKOVAG.
2NV OUYKEKPLUEVN TIEP(TITWON Xpnotpororifnke To GIMP. Anpioupyr|Bnke to background
Tou daiveTal oTnV EIKOVA Kal o€ Eexwplotd layers oL aptBpol o kat 1 pe péyebog 1o E0WTEPLIKO
TOU KA&BEe KEALOU TToV Elval 46)61.
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SDES Encrypt v0.1
Message

SEEEEE

SHNEENEEE

KexuyLis AmootoAog
Evoo LuTeigvn FuotnpuTo 2012

Emeita og OAeG TIG EIKOVEG OplOQpE VO KOTWPAL WOTE VO TIAPOULE OOV OTIOTEAECHUA MO
EIKOVA PE SUO YPWHOTIKOUG KWILKEG. EPdoov pAduE yix rgb elkdveg autd gival o Kat 255.
21NV ouvéyela xpnotporolr|Onke n matlab yla tnv e§aywyri Tou array. Zuykekplpéva

My yloe TNV €lkéva Tou aptBpov o

z = imread/( )

z = rgb2gray(z) ;

z =z > 1;

dlmwrite( ,2)

AuTé Ba pog dwoel oav €§0d0 Eva apxel0 PE O KOl 1 Sloaywplopéva pe kOppa. Etol av
OLUOTIO{ OOV E TO notepad++ Ty UTTOPOUHE Vo AAAGEOUHE TO 0 O€ ‘0, Ta 1 O€ ‘1’ KoL Ta \n
1
o€ ),\n( wote va ptidEoupe €va vhdl array.



Adov opiotnkav ot emBupntol Tivakeg TOTE XPNOLUOTIOLWVTAG TA OjATA hs KAl VS UTTOPOUHE
va &€poupe k&Be Ppopd o€ Tolo pixel Bplokdpaote Kat va To ypwpaticovpe avaroya. O vga
controller CwypadiCel kaBe dpopd TNV KUpLa 006vN Kat €metta (wypadilel TMavw amd auth
TOUG XAPOKTTPES avdAoya Le TV €i0odo. To (810 yiveTal Kal pe ToV KEPTOpPQ.

ZVpdwva pe to datasheet yia avdAuon 640x480 pokUTITEL OTL Bt TIPETEL VA Op{COUE T
orjpata hsync kat vsync wg €81g.

Vertical Sync Horizontal Sync
Symbol Parameter
Time Clocks Lines Time Clocks
Ts Sync pulse time 16.7ms | 416,800 521 32 us 800
Tpsp | Display time 15.36 ms | 384,000 480 25.6 ps a4l
Tpyw | Pulse width 64 ps 1,600 2 384 ps 06
Tep Front porch 320 ps 8,000 10 640 ns 16
Tgp Back porch 028 ps 23,200 29 1.92 ps 48
| Ts |
|= -|
I | I T
| — T
| Tdisp | | P
- il I
| I
i i
I
| T
— o~ Tow P
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[+ pixel 0,0 pixel 0,639 —

e 640 pixels are displayed each |
time the beam traverses the screen '

VGA Display

II'-, Retrace: No
Current \ information
through the [ Pixel 479,0 pixel 479,639 —c . is displayed
horizontal / during
deflection | this time
coil

>_ Stable current ramp: Information is
J displayed during this time

A mAsE EEEEEsIEAEEEEEsama

Total horizontal time

) Horizontal display time
time

1 ]

L

refrace time .
T .

1 front porch”

I_ “front porch”®

HS_i_l

{

'— Horizontal sync signal L "back porch”
sets the retrace frequency

AnAadr] évag oApdg Tpw kdvel 96 kUkAoug. To Thp(back porch) kdvel 48 kUkAoug. O xpdvog
EKTUTIWOMNG €lval 640 KUKAoL vy To Tfp €lvar 16 kUKAoL AUTO pag KAveL éva cUvolo 800

KUKAWV WOTE Va TUTILOOUKE O€ Lo 000vn pe 640 pixel prkog.

AvTioToLyo TIPOKUTITEL KaL O XPOVIOHAG TOU vs. Tpw 1600 KUKAOL(1600/800 = 2 ypappES). Thp
23200 KUKAOL(29 YPOUMEG). Xpovog ektutiwong Tdisp 384000(480 ypappég) kot Tfp 8ooo(10

YPOUHES) KUKAOL. Apa €VO GUVOAO 521 YPOUPWV XPELRJETAL YLK TOV XPOVIOMO TOU VS.

‘Etot opifovtag évav counter yla To k&Be €va pumopoupe va Bpovpe o€ Tolo akplBwg pixel

BPLOKOUAOTE KL VO TUTIWOOURE TNV KATOAANAN AN podopia. ZVpdwva pe To oxrjua dSnAadi
TO POVO TIOU €YOULE VO KAVOUUE Elva:



a) yta o hs va divoupe otnv €§060 mdvta 1 eKTOG aTtd TOUG KUKAOUG 0-97.

B) yLa To vs na Sivoupe otnv €§080 TIAVTA 1 KTOG ATtd TOUG KUKAOUG 0-3.

ErtaAriBevuon

TéNoG yLa va SoUpE OTL TTIPAYHaTL SOUAEVOUV AN CWOTA KAVAUE HLa ETAA}BEUOT) LE pLal
software uAomoinon tou aAyopiBuovu.

SDES Encrypt v0.1
Message

ofejejof1]1{1]1)

1{1]1{1]1]e]e]0]0]0)

1]e[1]ejo[1]0]1

tml}ﬂ“:m Mlg‘l 2012
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00010101
0101101000
11001111
11000111
11000111
01111100 UUuu1100
11010111
01111100
11010111
11001111
01001100
01001100

]

0300000080300 UUUULUIUUUUUULUL J01010... J0101000000010100

L

]
— |

111001111

(EE U ET T

L., [11000411

(11000111
(01111100

1JUUUD111 111010111 | |
1)... /01111100

1
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controller:1

Eicodol kot €€odot vga_cntrl

entity vga cntrl is

port(clk50 in : in std logic;

input : in std logic vector (0 to ),
selector: in std logic vector (0 to ) ;
cipher : in std logic vector (0 to 7);

red out : out std logic vector (3 downto 0);
green out : out std logic vector(3 downto 0);
blue out : out std logic vector(3 downto 0);
hs out : out std logic;

vs_out : out std logic);

end vga cntrl;

clkso_in :in std_logic;
somhz clock

input :in std_logic_vector(o to 17);



Aedopéva mipog epddvion. Ta pwta 8 bit adopouv To prjvupa kat To uTtOAOLTIA TO
KpuTrtoypdadnpa.

selector: in std_logic_vector(o to 17);

‘Eva amd Ta 17 bit elvat evepyd kaBe popd. Aciyvel o€ tola B€on Ba epdavioTel
0 KEPOOPAL.

cipher :instd_logic_vector(o to7);
Aedopéva Tipog epdavion. To kputitoypadnua.
red_out :outstd_logic_vector(3 downto o);
‘E&0d0¢ yLa To kavdaAL R(red).
green_out : out std_logic_vector(3 downto o);
‘E&0d0g yLa To kavaAL G(green).
blue_out : out std_logic_vector(3 downto o);
‘E&0d0g yLa to kavdAL B(blue).
hs_out :outstd_logic;
'E&odog horizontal sync.
vs_out :outstd_logic

'E&odog vertical sync.

E{codol kot €€odol rotary_cntrl

entity rotary cntrl

port (
outp : out std logic vector(0 to )
toggle btn : in std logic;
input : inout std logic vector (0 to ) ;
rotary a : in std logic;

rotary b : in std logic;
clk : in std logic);
end entity;

outp : out std_logic_vector(o to 17);

‘Eva amd Ta 17 bit elivat evepyd kdBe popd. Aciyvel o€ tola B€on Ba epdavioTel
0 KEPOOPAL.



toggle_btn : in std_logic;
AMAZEL KATAOTOOT) OTO ETILAEYUEVO bit.
input : inout std_logic_vector(o to 17);
Ta pwta 8 bit apopovv To prvupa Kal To UTIOAOLTIN TO KPUTITOYPAdN Q.
rotary_a : in std_logic;
rotary_b : in std_logic;

Zrjpata yla aviyvevon kivnong tou rotary knob.

Elcodol kal €€odol sdes

entity sdes is
port(clk, rst: std logic;
input :in std logic vector(0 to 7);
key: in std logic vector(0 to 9);
output: out std logic vector(0 to 7))
end;

input :in std_logic_vector(o to 7);

To 8 bit prjvupa tpog kputtoypddnon.
key: in std_logic_vector(o to g);

To kAe1di ou Ba xpnotpomonOet.

output: out std_logic_vector(o to 7));

To 8 bit kpunttoypddpnpua.

Xelplopog

H Aettoupyia Tou aAyopiBuou eivatl TOAU amAr]. XpnolpomoloUpe to rotary knob wote va
emAé€oupe Trolo bit BEAoupe va Tpomomojooupe. Autd yivetal opatd ad Tov KEPCOPA TIOU
Bploketal kdtw amd tnv Tp€Youca B€on. EMELTA XPNOLHOTIOIOVME TO btn_south ywx va
aA&&oupe katdotaon oto bit. APou €youpe PBdAel TG emBuuntég €l0édoug yla TOV
UTIOAOYLOUO TOU KpuTIToypadrjpatog pénel va B€ooupe Tov Stakdmtn SW3 oe B¢on logic 1. H
(Sla drodikaoio pmopel va yivel TOANEG dopEg apkel TTpwTa v kdvoupe reset Tov oadydplBpo
B€tovtag Tov Stakdmn SW3 og B€on logic o.
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Power/Utilization/Timing

Ot mapakdtw TIHEG IOV avadépovtat €xouv TipaypatorolnOei pe design goal: balanced oto

ISE 13.2. H peyaAUtepn ouyvotnta emiteyOnke pe autr v emAoyr] (205mhz). H i

OoUXVOTNTA TIPOKUTITEL KA ylow minimum runtime. H eriiAoyr] yla power optimization piyvet v

ouxvotnta ota gomhz.

Device Utilization Summary -1

Logic Utilization Used Available Utilization MNote(s)
Total Mumber Slice Registers 284 11,776 2%

MNumber used as Flip Flops 282

Mumber used as Latches 2
Mumber of 4 input LUTs 2,790 11,778 23%
Mumber of occupied Slices 1,591 5,888 27%

Mumber of Slices containing only related logic 1,591 1,591 100%%

MNumber of Slices containing unrelated logic 0 1,591 0%
Total Mumber of 4 input LUTs 2,813 11,776 23%

MNumber used as logic 2,762

Mumber used as a route-thru 23

Mumber used as Shift registers 28
Mumber of bonded I0Bs 37 372 9%
Number of BUFGMUXs 2 24 8%
Average Fanout of Non-Clock Nets 3.72

Environment

Ambient Temp (C)

urce

Vecint

0.021

Vecawx

ujms|

Veco33

0.000

0.000]

Veco25

0.000]

0.000(

Supply Po

Total Cynamic

Quiescent

I_ZO




Clock to Setup on destination clock clk50_in

——————————————— +-—-———t———————t——————————————————t
| S8rc:Rise| Src:Fall| Src:Rise| Src:Fall]|
Source Clock |Dest:Rise |Dest:Rise|Dest:Fall|Dest:Fall]|
——————————————— +-—-tt 4
clk50_in | 3.501] | |
——————————————— +--———t 4t

Timing summary:

Timing errors: 0 Score: 0 (Setup/Max: 0, Hold: 0)
Constraints cowver 937 paths, 0 nets, and 775 connections

Design statistics:
Minimm period: 5_501lns{1} (Maximm frequency: 105_252MH=)

BiBAoypadia/links

https://bitbucket.org/kechap/sdes/src

https://bitbucket.org/kechap/simple-des/src

http://xilinx.com/products/boards/s3estarter/files/s3esk rotary encoder interf
ace.zip

http://mercury.webster.edu/aleshunas/C0SC%205130/G-SDES. pdf
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https://bitbucket.org/kechap/sdes/src
http://xilinx.com/products/boards/s3estarter/files/s3esk_rotary_encoder_interface.zip
http://xilinx.com/products/boards/s3estarter/files/s3esk_rotary_encoder_interface.zip
http://mercury.webster.edu/aleshunas/COSC%205130/G-SDES.pdf



